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Abstract

Purpose — The purpose of this paper is to analyze how an IT governance framework [Control Objectives for
Information and related Technology (COBIT)] influences the control environment and the internal control
system. In particular, it aims to illustrate how the COBIT’s structure and processes impact on the seven
categories of factors that compose the control environment.

Design/methodology/approach — This paper aims to highlight how an IT governance framework with
its processes enables to improve the control environment assessment and implementation.

Findings — The analysis indicates that the implementation of the COBIT framework provides some
indications for managers and auditors, which must implement or assess internal control system.

Practical implications — The adoption of the framework allows managers to focus effectively on
integrating, aligning and linking processes. This improves the understanding of the key aspects connected to
the control environment. In addition, the adoption of the framework allows overcoming some limitations
regarding the Committee of Sponsoring Organizations framework.

Originality/value — This paper addresses an area of relevance to both practitioners and academics. This
analysis focuses on Accounting Information Systems themes and, through the examination of an IT
governance framework, suggests solutions and tools than can help managers and auditors to address the
control environment assessment.
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1. Introduction

The internal control continues to represent an important topic in the business world
(Arwinge, 2013). Firms have a constant need to have an internal control system, as they are
exposed to various risks that prevent the achievement of specific objectives (Simons, 1995;
COSO, 2013). Past corporate experiences and the global financial crisis have shown the
importance of the internal control and risk management system. Such events have led to the
full recognition of the strategic role of the controls especially when considering the internal
control system as crucial element for any organization (Collier ef al, 2007; Fraser and
Simkins, 2010).

An effective internal control system is ensured by a clear identification and evaluation of
the control environment, which represents the overall control consciousness of an entity
(Zack, 2013). The control environment provides the basis on which management determines
the design of the internal control system and has an influence on each of the three internal
control objectives and on all activities (COSO, 1992, 2013; Moeller, 2011). It includes a set of
elements such as integrity and ethical values, the attitude of top management in the field of
control, the management philosophy, competence and professionalism of those working in
the firm and other variables such as the allocation of powers and responsibilities as well as
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the existence of policies and procedures. These elements together define the level of the
importance that the organization allocate to the controller (Beretta and Pecchiari, 2007;
Graham, 2015).

Most firms use the Committee of Sponsoring Organizations (COSO) Internal Control
Framework as a benchmark for assessing the effectiveness of their internal controls
including their control environment. This framework helped companies to detect, as well as
to prevent errors in the internal controls system but, despite the update, the new 2013 version
has still some limitations (Rubino and Vitolla, 2014a). Although one of the most relevant
components of the COSO framework is information and communication, it should be noted
that this framework did not consider explicitly internal control concepts related to
information technology (Janvrin et al, 2012; Chen et al., 2014; Rubino and Vitolla, 2014a).
Presently, more than ever before, information technology (IT) has been recognized as a core
competitive and strategic competency for most organizations (Bendoly et al., 2009; Ojiako,
2012). IT became an increasingly important part of the operations within firms, which use
computers to process information. Moreover, IT impacts every aspect of accounting,
including financial reporting, managerial accounting, auditing and tax (Bagranoff et al,
2010). Considering that most accounting systems are computerized, accountants should
understand how hardware, software and human procedures turn data into decision-useful
financial information and how to develop and evaluate internal controls (Simkin ef al., 2015).
Therefore, it is necessary to understand the activity of control that information systems
manage to obtain an effective evaluation of the key aspects connected to the control
environment.

From this perspective, it should be recognized that every firm needs an effective IT
governance which ensures that IT is efficient and effective that also meets the needs of the
organization considering those relating to the internal control system (Weill and Ross, 2004;
Haislip et al., 2015). One of the widely accepted IT governance frameworks is represented by
the Control Objectives for Information and related Technology (COBIT). This framework,
now in its fifth iteration, became a tool of corporate governance focused on the governance of
information systems, and it gained some significance not only in IT but also in relation to
issues of accounting information systems (AIS). Larger firms, especially in the USA, adopted
it to ensure an effective internal control system and to satisfy an ever growing number of
statutory, regulatory and contractual requirements such as the Sarbanes Oxley Act (SOX). In
this context, while the COSO framework should be considered as an overall evaluation
framework for internal control, COBIT provides a useful guidance and background material
in the consideration of specific controls over technology (Protiviti, 2014).

Although the growing importance that the framework is taking in I'T governance studies,
there has been limited research describing the benefits and the opportunities that firms could
receive using the COBIT framework in the process of assessing and implementing the
internal control and its control environment. Based on these motivations, the purpose of this
article is to analyze how an IT governance framework such as COBIT can improve the
assessment of the control environment, which is considered the foundation of all of the other
components of internal control (Whittington, 2014). Understanding the COBIT-related
processes may help managers and auditors to implement internal control system when
applying the COSO framework, as well. This approach improves internal controls and helps
organizations to better identify the key elements that constitute the control environment.

The remainder of the paper is organized as follows. Section 2 focuses on IT governance
and internal control. Section 3 presents the main factors that constitute the control
environment (COSO, 1992). Section 4 briefly illustrates the structure of COBIT and examines



the extent of COBIT processes’ impact on the control environment. Section 5 lays out the
conclusions that also include the managerial implications.

2. Information technology governance and internal control

Over the past decades, I'T represented a valuable asset in the management and automation of
data. At the core of all firm’s processes, data should be available to management to turn
information into effective and timely decisions in compliance with the overall efficiency of
the firm. At the same time, IT is increasingly being recognized and used as a tool to assist
with managerial activities that involve decision-making for complex organizational
problems (Chapman, 2005, Liew, 2015). IT plays an important role in creating new
knowledge and became an essential, inescapable carrier of accounting information especially
in the global knowledge society (Granlund, 2011; Peslak, 2012). Therefore, taking into
account that in the current environment, firms must integrate their I'T with internal control
activities; it can be argued that there is a strong link between internal control and IT which,
being the foundation of the IT governance and compliance discipline, aims to define secure
processes and organizational architectures.

IT governance is defined as the structures, processes and relational mechanisms for the
IT decision-making by which organizations seek to ensure that their investment in IT
facilitates strategic and tactical goals (Van Grembergen ef al., 2004). IT governance includes
establishment of decision rights, setting of objectives and goals, building of organizational
capability to meet those objectives and goals and in feedback loops that use a variety of
measurement and metrics (Van Grembergen and De Haes, 2008; Wilkin and Chenhall, 2010).
IT governance is a subset of broader corporate governance, focusing on the role played by
information technology within the organization (Debreceny, 2013). In particular, the focus of
IT governance is on IT risk management and the alignment of corporate systems to purposes
of business (Ko and Fink, 2010). In essence, IT governance ensures that the processes for IT
management operate in a controlled way to make it easier to achieve the expected benefits, to
support the current business activities and to support the long-term success of the
organization (Lomas, 2010).

The term IT governance was used for the first time by Loh and Venkatraman (1992) and
Henderson and Venkatraman (1993) to describe the set of mechanisms needed to ensure the
attainment of the IT capabilities needed. This term was not very significant in academic
literature until the late 1990s, when Brown (1997) and Sambamurthy and Zmud (1999) began
to refer to a notion of “IS governance frameworks” and then later to “IT governance
frameworks” in their papers (Brown and Grant, 2005). IT governance at present concerns
how the I'T organization is managed and structured, and it provides mechanisms that enable
the development of integrated business and IT plans; it allocates the responsibilities within
the IT organization, and it prioritizes IT initiatives. It is important to ensure that the IT
governance is not only designed to achieve internal efficiency in the IT organization, such as
deploying good IT processes and making sure that the means and goals are documented. The
final goal of good IT governance is rather to provide business enabling support (Simonsson
et al.,, 2010).

The IT governance provides structure and good practice that organizations can adopt
and adapt to enhance their performance (Weill, 1992; Tippins and Sohi, 2003; Nfuka and
Rusu, 2011) or to improve the reliability of financial reporting (Hirshleifer and Teoh 2003; Li
etal.,2012), and also to ensure compliance with applicable laws and regulations (Damianides,
2005; Sinnett, 2006; De Haes et al., 2013). These elements allow to achieve the objectives of the
internal control system and mitigate firms’ risks (Devos et al., 2012; Rubino and Vitolla,
2014b).
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Over the years, IT governance became increasingly more important because it was
recognized that information systems and their relevant technology influence every aspect of
a firm’s activities (Jaska and Hogan, 2006; Bhattacharjya and Chang, 2007;
Sanchez-Rodriguez and Spraakman, 2012), and that they also create organizational value
(Masli et al., 2011; Tambe and Hitt, 2012). The key role of the information system and I'T was
also emphasized as a result of the evolution of the internal control systems, inside which IT
governance is crucial. IT governance is becoming ubiquitous in nature, ie. modern IT
crossed organizational activities and became strongly aligned with business activities. Thus,
IT governance can be viewed as an integral part of corporate governance and requires the
senior management’s attention (Ko and Fink, 2010).

IT governance becomes even more important also under SOX provisions. The Public
Company Accounting Oversight Board (PCAOB) specifically states that I'T control should be
considered as company level control or application level, given the extensive and pervasive
usage of I'T in the companies’ daily business processes and transactions. The key role that IT
and information security play in an overall system of internal controls is highlighted by
numerous studies (Gordon et al, 2003; Canada et al, 2009; Kuhn et al., 2013). IT helps
managers to perform effectively and efficiently, risk management activities (Guan and
Levitan, 2012) and to evaluate IT-based control environments (Hunton ef al., 2004). The
adoption of effective IT controls provides important benefits to the entire firm or
organization (Kimiloglu et al., 2012); this allows to monitor the control environment and
consequently to improve the internal control system. Numerous studies and research
demonstrated that the absence or the inadequacy of controls determine major deficiencies in
the internal control system (Messier et al., 2004; Li et al., 2007; Grant et al., 2008; Morris, 2011;
Li et al, 2012; Klamm et al, 2012). The importance of IT controls came hand in hand with
greater dependence of business processes on IT systems and a tendency to build into these
systems’ automated managerial controls (Benaroch et al., 2012; El-Sayed and Youssef, 2015).

3. The control environment in the Committee of Sponsoring Organizations
framework

The COSO framework, issued in 1992 and updated in 2013, is one of the models most
commonly adopted by firms for assessing internal control effectiveness (Arena ef al., 2006;
Altamuro and Beatty, 2010). This report identifies five components (control environment,
risk assessment, control activities, information and communication and monitoring)
designed to give reasonable assurance that the management’s control objectives will be
achieved. Each component includes several checks that are designed to prevent or detect
errors and activities that may compromise the achievement of three categories of objectives:

(1) effectiveness and efficiency of operations;
(2) reliability of financial reporting; and
(3) compliance with applicable laws and regulations.

The first COSO’s component is the control environment that can be defined as the attitude
toward internal control and control consciousness both established and maintained by the
management and employees of an organization. It is a product of management’s governance,
that is, its philosophy, style and supportive attitude, as well as the competence, ethical
values, integrity and morale of the people of the organization. The control environment
serves as the umbrella for the other four components (COSO, 1992). Without an effective
control environment, other components hardly contribute to the creation of a suitable
internal control, regardless of their quality (Schartmann, 2007; Moeller, 2011). The essence of
a firm that is effectively controlled is represented by the attitude of its management. If top




management believes that control is important, the other members of the organization will
feel so and will respond with a conscientious respect of the controls established. Therefore, if
firm’s members consider that the control is not a major concern for the management, it is
almost certain that objectives of management control will not be effectively pursued. The
control environment consists of actions, policies and procedures that reflect the general
attitude of senior management, members of the board of directors regarding internal control
and its importance for the firm. To understand and assess the control environment,
managers and auditors should focus on certain aspects included in the following seven
categories of factors (COSO, 1992).

3.1 Ethical values and integrity

Ethical values and integrity are key elements contributing to a good control environment.
They are the product of ethical and behavioral standards of the firm, as well as the way they
are communicated and reinforced in practice; for example, through management’s actions
aiming at reducing incentives or outrageous behavior that the employees might have in
engaging in illegal or unethical business. This component also includes dissemination of
firms’ values and standards by drafting policies, codes of conduct and exemplary actions to
staff. The corporate culture plays an important role in the internal control system and gained
increasing acceptance and also focused attention on the concept of corporate ethical values
(Elias, 2004). In fact, there is a relationship between organizational cultures and the ways in
which business and records processes are perceived and translated into practice (Foscarini,
2012).

3.2 Comumitment to competence

The competence is a characteristic of people who have the skill, knowledge and capability to
perform tasks. The commitment to competence involves the management’s consideration of
the levels of competence taking into account the specific jobs and the analysis of the way by
which these levels translate into skills and knowledge.

3.3 Board of directors and audit committee

An effective board of directors must be independent from senior management. Although the
board delegates the responsibility for internal control to management, the first has
the burden of providing periodic independent evaluations of internal controls established by
the second. An active and objective board can greatly reduce the likelihood that management
bypasses existing controls. In support of its monitoring activities, the board will create an
independent audit committee that assumes, among other things, the responsibility to
maintain continuous communication with the external and internal auditors. An audit
committee that operates effectively is a key feature in a strong corporate governance culture,
which can bring significant benefits to the control environment.

3.4 Management’s philosophy and operating style

The management, through its activities, provide clear signals to employees in accordance of
the importance of the internal control. Some top-level managers frequently take significant
risks in their new business or product ventures, while others are very cautious or
conservative. These elements have a considerable influence over a firm’s control
environment. Internal auditors and others responsible for assessing internal controls should
understand these factors and take them into consideration when evaluating the effectiveness
of internal controls (Moeller, 2008).
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3.5 Organizational structure

The organization structure component provides a framework for planning, executing,
controlling and monitoring activities to achieve the overall objectives. This control
environment factor relates to how functions are managed and organized, following a classic
organization chart (Moeller, 2008). The organizational structure defines the lines of
responsibility and how the existing authority is managed. By understanding the
organizational structure, the auditor may capture managerial and functional items of the
firm and perceive how controls are made.

3.6 Assignment of authority and responsibility

In addition to the informal aspects of the communications made by the management and the
board of directors as part of daily operations, formal methods of communication, authority,
responsibility and other similar issues related to control, are also important. Among these
methods, it is possible to account top manager’s controls and related issues, organizational
and operational plans, employees’ job profiles and policies.

3.7 Human resources policies and practices

The most important aspect of internal control is personnel. If employees are competent and
reliable, even in the absence of other types of control, the firm could achieve good results.
Incompetent or dishonest people can create a great chaos, even if several controls are set.
Honest and efficient employees are able to offer a high level of performance even when there
are few controls. However, even competent and trustworthy people can show personal flaws.
Given the importance of the presence of competent and reliable personnel in providing
effective control, it follows that the methods of recruitment, assessment, training, promotion
and incentive must be considered as an important part of internal control. Therefore, the
auditors use this information as a basis for assessing the attitudes and awareness of
management and the board of directors of the importance of control.

Although the COSO framework considers all relevant the factors described above, it
should be noted that, for applicative scopes, it has some limitations. Some studies found that
the framework focuses on high-level guidance for internal controls and does not provide
detailed control objectives that auditors require in the design of audit tests (Tuttle and
Vandervelde, 2007; Huang et al., 2011; Chang et al, 2014). This limitation can be considered
partially overcome with the introduction of recent updates. The updated framework, in fact,
introduces the clarification of 17 principles associated with the five components, which,
however, cannot be considered a novelty, as they were still implicit in the original
framework. For the control environment, the updated framework takes into account the
following five principles (COSO, 2013):

(1) the organization demonstrates a commitment to integrity and ethical values;

(2) the board of directors demonstrates independence from management and exercises
oversight for the development and performance of internal control;

(3) the management establishes, with the board oversight, structures, reporting lines
and appropriate authorities and responsibilities in the pursuit of objectives;

(4) the organization demonstrates a commitment to attract, develop and retain
competent individuals in alignment with the objectives; and

(5) the organization holds individuals accountable for their internal control’s
responsibilities in the pursuit of objectives.




These principles call attention to some critical elements included in the seven categories of
factors already mentioned, which affect the control environment. For each principle, COSO
provides a listing of approaches that illustrate how organizations apply the principles in
designing, implementing or conducting certain aspects of internal control (COSO, 2013).
Furthermore, for each approach, one or more examples are provided to illustrate how an
important aspect of the approach that firms have put in place. The framework also provides
77 points of focus to enhance the rigor of understanding of each principle. Those points of
focus represent important characteristics associated with the principles and, as such, provide
support to the principles to which they pertain. Despite the improvements, however, the
framework has still limits. First, practical approaches and examples reflect the limitations
inherent in the bottom-up approaches, which are not applicable in all circumstances. Second,
although the new framework reflects the increased relevance of technology, it would not be
suitable to be used purely as a tool to facilitate the evaluation of the IT controls (Rubino and
Vitolla, 2014a).

4. Mapping the relationship between Control Objectives for Information and
related Technology processes and control environment

The COBIT framework can be considered as the most known professional standard
regarding I'T governance processes. Since its first publication, issued in 1996, the framework
evolved significantly and changed its focus. As a simple audit tool, the framework became a
tool of corporate governance focused on the governance of information systems with the
latest version (COBIT 5) published in 2012. Considering the growing importance on IT in
recent years, it can be argued that COBIT and IT governance frameworks became a major
issue for both academics and practitioners. A growing number of companies using COBIT or
decides to support this framework with other control models such as COSO especially to
meet the compliance with SOX (Klamm and Watson, 2009; Kuhn et al, 2013). However,
COBIT can help organizations meet not only the requirements of SOX but also contributes
toward compliance with other regulatory mandates, such as data privacy and security laws,
and the internal control objectives (Cereola and Cereola, 2011, Mancini ef al, 2013). The
combined use of the two frameworks, COBIT and COSO, allows the former to be able to fill
the limitations provided by the latter. At the same time, COBIT relies on COSO to implement
IT controls within the five components of the internal control system (Rubino and Vitolla,
2014a).

To understand how the COBIT’s processes influence the control environment, it is
necessary to describe preliminarily the structure and the operating logic of the framework
highlighting its contribution to the control environment. The framework’s structure is
characterized by three levels. The first level considers business requirements for information
that must be satisfied to achieve the company objectives: effectiveness, efficiency, reliability,
compliance, confidentiality, integrity and availability. The second level includes resources
needed for the control and administration of IT (IT resources). Such resources are defined as
information, applications, infrastructure and people. Finally, there is a third level that
concerns IT processes (Simonsson and Johnson, 2006; Bernroider and Ivanov, 2011). The
integration of components, which makes up the three levels of the COBIT structure, enables
the implementation of a set of IT controls which produce positive effects also on the control
environment. The model is based on the assumption that the I'T resources are managed by IT
processes to achieve the IT objectives that meet the firm’s information business
requirements (Lainhart, 2000; ITGI, 2004). A firm should elaborate, through IT resources, all
that information which corresponds to its own needs to satisfy the specific business needs
(ISACA, 2012a).
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Having said that, it is easily observed that the business requirements for information is a
basic precondition for the operation of an internal control system and, in particular, for the
component connected to the control environment. Information problems limit the
effectiveness of the understanding of the control environment and represent one of the causes
of failure of the internal control systems (Jensen, 1993, Romney et al., 2006, Doyle et al., 2007).
The information plays a key role within companies, but equally important are the
communication processes in relation to the control environment which allow the exchange of
information, the definition of roles and responsibilities and decision-making (Huber, 1990;
Sandhu et al., 1996; Weidenmier and Ramamoorti, 2006). Elements such as human resources
policies, personnel commitment, organizational structure, assignment of authority and
responsibility and the role of the board of directors or audit committee require the presence
of an effective information system that should benefit from information and communication
policies that meet the seven categories as business requirements for information. If the
information is not available, reliable, effective and efficient, thus, this means that the internal
control system is vulnerable, and, consequently, the control environment would be difficult
to understand and evaluate. Many studies and research (Allegrini and D’Onza, 2003;
Ettredge et al., 2006; Whitley, 2006, Hightower, 2008; Arwinge, 2013) have shown that an
unclear understanding of the control environment causes an incorrect implementation of the
internal control system and even an inadequate risk assessment. At the same time, it should
be noted that a lack of understanding about the elements that constitute the control
environment is often caused by the poor quality and availability of information, as well as of
the processes through which they are managed (Kinney, 1999; Bovee et al., 2003). However,
the quality of the information is not sufficient for understanding the control environment in
absence of suitable information flows and the resources which are necessary to manage
them. In fact, COBIT provides, on the second level, the resources as information,
applications, infrastructure and people, which are necessary for the IT governance. The
aforementioned resources are essential for a correct assessment and understanding of the
control environment, with particular reference to the components connected to human
resources management, the definition of role and responsibility, organizational structure in
general as well as the understanding of the role played by the board of directors (Bhatt and
Grover, 2005; Nolan and McFarlan, 2005; Rubino and Vitolla, 2012). COBIT 5 is based on 37
high-level IT control objectives and on a structure that identifies three levels of IT activity:
domains, processes and activities. These high-level IT control objectives identify which
information criteria are important for each process and which IT resources should be
managed by the processes (Hussain and Siddiqui, 2005; ITGI, 2007).

TheIT control objectives are grouped into five domains that match organizational area of
responsibility. The domains are grouping of IT processes and are defined as follows (ISACA,
2013): evaluate, direct and monitor (EDM); align, plan and organize (APO); build, acquire and
implement (BAI); deliver, service and support (DSS); and monitor, evaluate and assess
(MEA). The IT processes are placed in the domains, in line with what is generally the most
relevant area of activity, at company level, when looking at IT (ISACA, 2012a; De Haes et al.,
2013). Each IT process is a reference or check guide that makes possible to review the
processes by providing managers with a benchmark of reference to improve the reliability of
financial reporting. Indeed, COBIT provides many indications for each process such as a
process purpose statement, process description, IT-related goals and related metrics,
outcomes, best practices to be followed, detailed activities and work products that contain
the detailed inputs and outputs process descriptions (Goeken and Alter, 2009; Bernard, 2012;
ISACA, 2012b). In relation to processes, another important aspect is represented by the
presence, within the framework, of a process capability model. This model is used to measure



the current or “as-is” maturity of an enterprise’s IT-related processes, to define a required
“to-be” state of maturity and to determine the gap between them and how to improve the
process to achieve the desired maturity level ISACA, 2012a; De Haes et al., 2013). This
approach to capability models for control over I'T processes consists of developing a method
of scoring so that a firm can grade itself from incomplete process (zero) to optimizing process
(five). The capability level of a process is determined on the basis of the achievement of
specific process attributes (Paulk ef al., 1995; Becker et al., 2009; Simonsson et al., 2010;
ISACA, 2013).

With the purpose of understanding the relationship between COBIT’s processes and
control environment, the following paragraph provides an analysis of the individual
processes of the framework showing how the same impact on the seven categories of factors
that compose the control environment (Table I). The control measures provided by COBIT’s
processes do not necessarily have the same impact level on different factors of the control
environment. The processes for which the control objective directly affects the individual
category of factors are identified by the letter P (primary); the letter S (secondary) was used
for the processes whose control objective only partially or indirectly affects the category of
reference. To facilitate the analysis of the impact of individual processes, the control
environment’s components are numbered as shown in Table L.

In relation to the first domain, it is possible to identify the following processes that affect
the control environment. The EDM.01 process primarily affects the sixth component and,
secondarily, the fifth and seventh. This process puts in place and maintains effective
enabling structures, principles, processes and practices that contribute to improve the clarity
of responsibilities and authority to achieve the firm’s goals and objectives. Furthermore, the
process requires the development of some activities, metrics and detailed IT control
objectives that improve the definition of human resources policies and procedures and assure
a better functioning of the organizational structure. Another relevant process, included in
this domain, is the EDM.04 that covers resources optimization. The process ensures that
adequate and sufficient IT-related capabilities (people, process and technology) are available
to effectively support firms’ objectives at optimal cost. These elements require the
development of some activities concerning the guiding principles for allocation of resources;
the assignment of responsibilities for resource management; the communication of ethical
values. However, also the others domain’s processes provide positive contributions on
control environment, as they develop activities that help spreading the ethical values and the
management’s philosophy and operating style (EDM.03 and EDM.05).

In the second domain (APO), it is possible to identify four processes that mainly affect the
control environment. The first APO.01 process has the objective to implement and maintain
mechanisms and authorities to manage information. Moreover, this process also provides a
consistent management approach to enable the enterprise governance requirements to be
met, covering management processes, organizational structures, roles and responsibilities,
reliable and repeatable activities and skills and competencies. Therefore, considering that
the process includes the development of activities aimed to establish an internal and
extended organizational structure that reflects business needs and IT priorities; establish,
agree on and communicate roles and responsibilities of IT personnel; communicate
awareness and understanding of management objectives and direction; and maintain
compliance with policies and procedures, it is possible to observe a direct influence on the
fourth, fifth, sixth and seventh control environment’s component. Secondarily, the process
influences also the ethical value component. The APO.02 process aims to align strategic IT
plans with business objectives. The process requires that it is necessary to clearly
communicate the objectives and associated accountabilities so they are understood by
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management at any level. This process directly influences the fourth and seventh control
environment’s components, and secondarily the first and the sixth. Its activities are focused
on communication and understanding of management philosophy, strategic firm objectives
and on the procedures that the personnel should follow. Secondly, the process increases the
awareness of the corporate values. Another relevant process for the control environment is
the APO.07 that concerns human resources and in particular develops activities with has the
following objectives: maintain adequate and appropriate staffing; identify key IT personnel;
maintain the skills and competencies of personnel; identify human resources responsibilities
for IT; and ensure that consultants and contract personnel comply with the firm’s policies.
These objectives highlight the existence of a direct influence on almost all components of the
control environment with particular reference especially to commitment to competence. The
aim of this process is to evaluate staffing requirements on a regular basis or on major
changes to the enterprise or operational or IT environments to ensure that the firm has
sufficient human resources to support its goals and objectives; and to define and manage the
skills and competencies required of personnel. This process is important to regularly verify
that personnel have the competencies to fulfill their roles on the basis of their education,
training and/or experience; and to verify that these competencies are being maintained, using
qualification and certification programs where appropriate. It is necessary provide to
employees, with ongoing learning and opportunities to maintain their knowledge, skills and
competencies at a level required to achieve the firm goals. Finally, another important process
which influences the control environment is the APO.12. This process has the purpose to
identify, assess and reduce IT-related risk within levels of tolerance set by enterprise
executive management. Risk management requires full involvement of the organizational
structure. First, it is necessary to inform staff of the culture of risk in terms of ethical values
and management philosophy. Then, it should establish policies and practices assigning
personnel the related responsibilities. Therefore, this process impacts on all control
environment’s components, also affecting the board of directors and the audit committee
which are responsible for defining risk tolerance.

The processes included in the third domain (BAI), which influence the control
environment, are the ones that concern the change (BAL05, BAL06 and BAIL07) and
knowledge management and staff skills (BAL.O8 and BAL04). The first involving aspects are
the dissemination of corporate values and management philosophy as well as the ways in
which change is managed in terms of accountability and establishment of policies and
procedures. The latter, however, affect personnel with particular reference to staff training to
upgrade their skills.

In the DSS domain, there are three key processes. The DSS.01, among other things, aims
to maintain and perform operational procedures and operational tasks reliably and
consistently; and manage the communications within the organizational structure.
Therefore, the process involves the management of human resources and organizational
structure. The DSS.03, identifies and classifies problems and provides timely resolution to
prevent recurring incidents. This process helps to improve the organizational structure and
the human resources policies and practices. Finally, there is the DSS.04 process that manages
continuity ensuring a continuity plan training for all employees.

Within the last domain, the processes that most significantly influence the control
environment are two. The first MEA.02 aims to monitor, evaluate and assess the system of
internal control and has a direct impact on all components of the control environment. The
assessment of the internal control system requires a careful evaluation of the control
environment. For this reason, this process aims to monitor and propose changes to human
resources policies and practices, assignment of responsibility, organizational structure,
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management philosophy and ethical values diffusion, communication policies of the Board
and audit committee. The second process (MEA.03) ensures that the enterprise is compliant
with all applicable external requirements. Therefore, it influences the control environment
through the update of policies, principles, procedures and standards and through the
continued demand for interaction between board of directors and top management.

The performed analysis shows that the structure of the COBIT processes guarantees a
correct evaluation and a good functioning of the control environment, taking into account
that the various domains ensure proper planning, execution and control of the objectives and
activities related to the control environment (Hardy, 2006; Tuttle and Vandervelde, 2007).
Indeed, a control environment’s assessment and implementation require an in-depth
understanding of a company’s activities, the risks it faces and the controls it has put in place
to treat risk exposure. This implies a clear comprehension of business processes,
organizational structure, roles and responsibilities, ethical values and management’s
philosophy (Rau, 2004; Hanim Fadzil et al., 2005; Hermanson et al., 2012; Heise et al., 2014).
Furthermore, the analysis of the processes appears clear if we consider that COBIT is an IT
governance framework based primarily on IT controls which positively impact on the
control environment. In fact, IT controls have a direct impact, in the first place, on the hard
elements of the control environment such as organizational structure, assignment of
authority and responsibility and human resource policies and procedures (Bresnahan et al.,
2002; Raymond et al., 1995; Lee et al., 2010). Second, the definition of IT controls also affects
soft elements such as integrity, ethical values, attitude of top management and its philosophy
(Romney et al., 2006; Rezaei and Griffiths, 2011).

4.1 Practical considerations for managers and auditors

The analysis performed shows that COBIT requires that managers and auditors should pay
particular attention to the following key aspects when implementing the control
environment or when performing its audit. First, the structure of the framework draws
attention to the human resource management and related processes to:

« establish HR policies and procedures that demonstrate the commitment to integrity,
ethical behavior and competence;

e assign to management and employees appropriate levels of authority and
responsibility to facilitate effective control environment, including adequate
limitations;

« employee recruitment and retention for key positions which should be guided by the
principles of integrity and by the necessary competencies associated with the
positions;

« support employees by providing access to the tools and training needed to perform
their roles; and

» set the tone.

Second, the framework requires managers to:

- maintain an organizational structure that facilitates effective reporting and other
communications about control environment among various functions and positions of
management;

» maintain processes for objective verification of information generated from the
organization’s information system,;




» develop a clearly articulated statement of values or ethical behaviors that should be
understood by key executives and the board;

« communicate the importance of ethical values to all employees in a manner suitable for
the organization; and

« evaluate the employee performance and the organization’s compensation practices,
including those affecting senior management.

All these elements help to improve the control environment. The implementation of the
COBIT also provides to managers a few important tips such as:

» consider the local culture and values when determining the criteria for assessing
business conduct and other elements of the control environment;

e pay attention to change management and the review of procedures and assignment of
responsibility, and take into account the new training requirements;

« deliver to employees a copy of the organization’s code of ethics and code of business
conduct;

 the board should develop governance principles and included among these principles
is the board’s responsibility for evaluating and monitoring risks;

« ensure that communication and feedback systems within the organization are
adequate;

« design the segregation of duties to reduce the opportunities for someone to perpetrate
and/or conceal errors or irregularities in the normal course of their duties;

« increase the frequency of meetings between managers and employees; and

« verify the existence of an appropriate process of communication and control between
governance and management.

These tips provide to managers and auditors important indications. COBIT, as noted,
supports the assessment and the implementation of the control environment, as it
focuses its processes on human resources management, segregation of duties and
assignment of responsibilities. These aspects, often, are the main weaknesses of the
internal control system (Ge and McVay, 2005; Huang, 2009; Gordon and Wilford, 2012;
Boritz et al., 2013; Mitra et al., 2013). COBIT, as an IT governance framework, suggests
metrics and best practices that improve the quality of communication and
understanding of variables such as ethical values, the management’s philosophy and
operating style. It also stimulates the development of greater interaction between board
and management. Also, these aspects are considered weaknesses of the internal control
system (Brody ef al., 1998; Doyle et al., 2007; Skaife et al., 2013).

5. Conclusions

The control environment has a pervasive influence on the organization’s decisions and
activities and provides the foundation for the overall internal control system. If the
foundation is not strong enough and the control environment is not positive either, the
overall system of internal control would not be as effective as it should be. The analysis
conducted in this article shows how the structure of COBIT, characterized by detailed control
processes, is a valid model for implementing specific processes that can help managers and
auditors to better assess and manage the components of the control environment. One of the
specificities that enabled the rapid dissemination of COBIT framework in business is the fact
that it is business goal-oriented, itself. Such a framework was not only designed to be used by
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IT service providers and auditors but, more particularly, was designed to become a complete
guide for managers. Indeed, the other existing management and IT control frameworks do
not provide a complete reference on IT control to support the firm processes. This aspect
allows COBIT to stand out from the other frameworks thanks to this model that is strictly
connected to business objectives, even though it is mainly focused on IT. A characteristic
that contributed to the dissemination and appreciation of COBIT is that this framework
accepted some observations provided by the professional practice and academic studies. The
use of these observations allowed to develop valid best practices that lead toward an effective
control of the processes, which, in turn, ensure greater reliability in terms of data and
information. Similar to what happened for COSO report, COBIT represents a model of
reference that is commonly and internationally accepted with regards to I'T governance and,
more generally, to the overall improvement of the governance model of the informative
system (Kess et al., 2010).

The peculiar aspect that allows the model to drive significant improvements to control
environment’s components is represented by the structure of the processes. The process
approaches allow to focus on integrating, aligning and linking processes effectively to
achieve planned goals and objectives, and, furthermore, it facilitates the involvement and
empowerment of people and the clarification of their responsibilities. The basic concept of
the model is that, for IT control, it is necessary to consider the information needed to support
the implementation of the firm objectives (Rau, 2004; Goeken and Alter, 2009; Debreceny,
2013).

The results of the paper provide important information for managers. First, from a
general viewpoint, it should be observed that COBIT provides firms with an opportunity to
implement an internal control framework that allows to overcome the COSO’s limitations. In
addition to the problem of establishing rules and policies, it is necessary to establish a system
of verification on the adequate dissemination and application of I'T governance. This system
will have to define what controls and what processes are needed to ensure that the
governance of the information system does not remain unrealized. In this way, it is possible
to support effectively the management and implementation of the model and detect the
critical areas. Therefore, a good system of internal control that starts from the fundamental
component of the control environment also requires the adoption of an IT framework such as
COBIT. This framework allows to address, in an adequate manner, the needs of firms in
terms of I'T governance, which can be understood in terms of both strategic and operational
alignment. The firms’ need is to adopt an approach to the internal control system that takes
into account, more deeply, the government information system. The implementation or
evaluation of the control environment’s components takes also place within a management
model of the IT processes which, at turn, provide concrete practices (De Haes et al.,, 2013). To
this aim, it is therefore necessary that each firm creates its own approach to the governance
of the information system through the use of the different process framework available
which depend on the strengths and specificities of the framework themselves. From this
standpoint, COBIT can be also considered a valid tool due to its latest version which
incorporates a ITIL framework that helps to define, in detail, how to articulate I'T operations
(ISACA, 2012a).

As noted in the previous section, the structure of COBIT primarily affects the human
resource management and the organizational structure in general. The segregation of duties,
the assignment of responsibilities and authorities, the focus on continuous improvement of
staff skills and an adequate dissemination and communication of ethical values and
management philosophy are the key elements to improve the control environment. However,
the framework suggested has some limitations, which do not make the overall model as



effective. First, it should be noted that the framework is not very much suited to interpret the
managerial dynamics of small-medium companies, which often have difficulties in
implementing and managing the I'T governance as well as the internal control frameworks.
Second, the added value can be achieved when the management is fully aware of introducing
the change within its firm system by implementing new control tools that cannot be
considered as merely costs because they are investments.

This paper addresses an important topic within the AIS field. AIS are often considered the
instrument by default for accounting automation (Mancini ef al., 2013), but, in this case, the
performed analysis has shown that the implementation of an I'T governance framework like
COBIT can produce better result in the control environment assessment and implementation.
COBIT is the most widespread standard for IT governance; however its implementation is
one of the most problematic aspects to control AIS and cannot be based on a simple textbook
implementation. At the same time, the COSO framework has some limitations regarding the
analysis of the control environment. This paper improves awareness about the use of COBIT
highlighting how each process can be able to provide important contributions to the analysis
of the components that constitute the control environment.
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